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Abstract 
In this paper we explore the design of Leyline, a 

provenance-based desktop search and file management 
system, both on a conceptual and user interface level. We 
start with a comparative analysis and classification of 
previous provenance based search systems, examining their 
underlying assumptions and focus, search coverage and 
flexibility, as well as features and limitations. We then 
describe a novel provenance-based search system based 
around a flexible visual sketchpad interface, and explore 
how this interface technique expands the flexibility of such 
systems within acceptable limits on complexity and search 
time. We conclude with a discussion of design implications 
and lessons learned in the development and evaluation of 
such a provenance-based search system. 

1. Introduction 
 
The proliferation of cheap and abundant storage on 

computers and mobile devices, as well as the growing trend 
of cloud storage makes information management and 
retrieval an increasingly challenging task for computer 
users, especially knowledge workers. Knowledge workers 
are defined by their need access, process, and produce vast 
amounts of data, including, but not limited to documents, 
presentations, emails, and web pages. With the proliferation 
of storage, the urge to store ever more information grows, 
and the incentives to delete or archive files shrinks. 
Research has shown that the most effective way for users to 
find files and information on their systems is to carefully 
arrange them in nested folders and then manually search 
these [1, 2, 19]. As the number of files and folders, of 
storage locations, and of collaborators trying to impose 
organization scheme increases, this model breaks down.  

One potential solution is to shift the burden to the 
computer and use keyword search and indexing tools such 
as Google Desktop and Microsoft Desktop search. While 
such tools have the potential to help users find files and 
information, they don’t always offer good solutions, 
especially for knowledge workers. Knowledge workers tend 
to be specialists working in narrow sub-disciplines, and 
reuse of information is part of their job. In this situation, 
using keywords to find a file will often result in a large 
number of overlapping hits, which the user needs to 

visually inspect to identify the right target. Researchers 
have therefore looked at novel ways to frame and improve 
search. One way to do so is to use provenance, which tracks 
the relations and interactions between resources such as 
files, emails and web pages. For example, a word document 
may be related to an excel document if the user copied text 
from one to the other. Though a user may not remember the 
name of a file, or a unique keyword, they may remember 
that they got the file from a colleague in an email. Using 
provenance could not only help identify files more easily, 
but also allow for fundamentally different queries. 

 Figure 1. Sample provenance graph showing the 
various resources used in writing this paper. 

For instance, provenance makes it possible to search for 
inherently non-textual data such as images and audio files 
by the context of their use or creation. For media such as 
images, music, and video, users currently need to remember 
file names, storage location or edit and creation dates in 
order to search, as systems typically cannot index this 
content. The alternative is creation and maintenance of 
large meta-data databases describing the media. This is also 
changing; there are for example tools that enable keyword 
search of music files by leveraging open lyric repositories. 

To determine how best to help users combine 
provenance meta-data with more traditional keyword 
search, a number of provenance-based tools have been 
developed. These tools have made use of different types of 
provenance, and have been built around a variety of 
interface and query models. In this paper we offer a 
comprehensive comparison of these tools to determine their 
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relative strengths and weaknesses. We then introduce a 
novel new search tool, the Leyline that has: 

• A user interface (UI) that allows users to compose 
queries as directed graphs, shown to be an 
effective representation for triggering recall.  

• Techniques for monitoring provenance events 

• Algorithms to efficiently search using this meta-
data 

In the next section we describe relevant related work. 
We then review previous provenance-based search tools 
and their advantages and disadvantages, before describing 
how this analysis influences the design of our own system. 
We discuss our architecture, user interface design choices, 
and different features. We conclude with a discussion of the 
challenges to be solved in the design of these types of tools. 

2. Related Work 
 
A lot of effort has gone into the design and 

implementation of search tools that use provenance-like 
information to improve search for files and other 
information on personal computers. Commercial tools like 
Google Desktop, Microsoft Desktop Search and Mac OS X 
Spotlight are primarily based on keyword search, but they 
allow user to use some meta-data to narrow the list of 
potential results textually. For example, in Windows, user 
can define the type of resource by typing “type:” in the 
query, or define a range of dates within which the file was 
created or used.  

One major reason for leveraging provenance in search is 
that provenance can be an effective memory cue. Research 
has shown that people easily forget details of computing 
events, even over short periods of time [6]. On the other 
hand, the psychology literature suggests that contextual 
information, such as provenance events, helps people in 
later recall [21]. In general, the more relevant data about the 
file users can leverage, the greater the likelihood and ease 
of recall. In terms of files and documents, provenance 
relationships have been shown to be effective cues for later 
retrieval because they help users leverage knowledge of 
related documents and events. Previous research has also 
shown that provenance relationships and document reuse is 
very common among knowledge workers [14]. 

One of the biggest challenges to using provenance in 
search is capturing such data in the first place. The 
Provenance-Aware Storage System (PASS) [16] is a file 
system specifically designed to monitor and track low-level 
events that happens to and between files. While no specific 
tools have been designed to use this information in search, 
they did introduce a language to query captured provenance 
information [13].  

Feldspar [3] is a tool that uses associations between files 
and resources to enhance keyword search. Users can 
construct their search queries using these associations 
incrementally, and Feldspar updates the results whenever 
user changes an association in real-time. The user interface 
is built around a graphical flow-chart metaphor, where 
users keep drilling down by adding more conditions. It 
relies on meta-data captured by Google Desktop Search. 

Quill [11] is another provenance-based search tool. It 
has an internal system monitor which tracks and captures 
meta-data related to documents, email messages, web pages 
and calendars. Quill uses a more narrative-based query 
model; using structured text input, it allows users to 
describe their target document using predefined statements 
and filling in the blanks to predefined narratives. 

Contextual cues can also help users in their search 
process. For example a user might not remember a web 
address, but they might remember what music they were 
listening to while visiting that page. YouPivot [12] is a tool 
that allows users to find information by searching for 
related and memorable activities occurring at the same 
time.  

The concept of provenance as part of documents’ 
history has been explored in a number of systems. 
Lifestreams [9] is built around a timeline metaphor where 
all resources and files are tracked, temporally sorted, and 
visualized into a timeline from creation to deletion. By 
traversing this timeline users can backtrack and see past 
actions in context, and thus find resources. Users are able to 
filter resources by creating sub-streams, but this interface 
does not allow for full-fledged search using provenance 
information. 

Stuff I’ve seen (SIS) [8] is a search tool that acts very 
similar to the default Windows Search. It first searches its 
database using keywords, and then ranks the results using 
contextual cues. Finally it presents results with details such 
as edit dates, authors, thumbnails etc. Whenever a user 
changes any filters, results update automatically. Phlat [5] is 
another tool that follows roughly the same approach. By 
supporting unified labeling, it allows users to organize their 
resources and return to them later.  

Tools such as Connections [17] use more traditional 
keyword input to identify possible resources, and then uses 
temporal locality and context to add other relevant 
resources to the results. However a newer version of this 
tool is based on causality relationships because users found 
these results to be better than locality-based ranking [18]. 
Beagle++ is another tool that uses the same input method 
but ranks results based on number of semantic associations 
between files that are similar to provenance information [4]. 
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Name Provenance Types Data Gathering Provenance Use UI Approach  Evaluation 

Feldspar 
File meta-data, 
keyword, static 
relations between 
resources 

Extracting relations from 
Google Desktop’s database 
using its API 

Query formulation, 
Search process 

Flow-chart like, 
List view model 
(real-time results 
updating) 

Canned data, 
limited within 
subjects user study 

Quill 
Meta-data such as 

author, storage place, 
date, physical place 
tag (home, work, etc.) 

Built-in System Monitor to 
record meta-data about the 
user’s documents, email 
attachments, WebPages, 
applications and calendar 

Query formulation, 
Search process 

Narrative-based, 
List of resources’ 
thumbnails (real-
time results 
updating) 

Multiple user 
studies 

SIS 

File meta-data (such 
as kind, date, author, 
email attributes) 

Microsoft Desktop Search 
database, fuzzy matching (car 
and cars are same), fielded 
search (author is “john doe”) 

Query formulation, 
Search process, 
Results presentation 

Text input with 
selectable filters, 
List view of 
results with a 
preview and meta-
data 

Longitudinal study 
using real data on 
subjects’ PCs (234 
people), 6 weeks 

Phlat 

File meta-data (such 
as kind, date, author, 
email attributes). 
Contextual cues such 
as user defined tags 

Microsoft Desktop Search 
database, Extra meta-data as 
tags (Labeling system) 

Query formation, 
Search process, 
Results presentation 

Text input with 
selectable filters, 
List view of 
results with a 
preview and meta-
data  

Longitudinal study 
using real data on 
subjects’ PCs (225 
people), 8 months 

YouPivot 

Environmental 
factors as contextual 
cues, user defined 
marks 

Integrated system monitor to 
record contextual cues and 
their occurrences  

Query formulation, 
Search Process 

Textual input and 
selectable filters, 
List view of 
results 

Canned data, 
limited within 
subjects user study 

Table 1. Summary of different provenance-based search tools. 

DejaView is a personal virtual computer recorder that 
keeps a record of users’ activities on their computer [15]. It 
captures application checkpoints and file system states, as 
well as records contextual information about displayed text. 
DejaView then allows users to browse and search these 
records for any visual information displayed, and allows the 
user to jump to that specific computing state and interact 
with the desktop as it was at that point. Similarly 
TaskTracer tracks the context of use of files and 
applications, though here the goal is to help users recover 
from interruptions by determining which files and resources 
are associated with what task. This allows users to resume 
tasks within context, restoring their train of thought [7]. 

3. Comparative Analysis 
 
In this section we compare different approaches and 

tradeoffs to the design of search tools that use provenance-
like data in query composition, search, or the presentation 
of results. For this analysis we included all the tools we 
could find primarily aimed at helping users search their file 
repositories. This excluded a number of tools that use 
provenance for other purposes. We found five tools: 
Feldspar, Quill, YouPivot, Stuff I’ve Seen, and Phlat. We 
decided to exclude tools like Google Desktop, primarily 
keyword search tools that have been augmented to track a 
limited set of provenance events or keywords in keyword 
searches. The systems we chose to study here have already 

been described briefly in our related work section. 

As far as we can tell, no comparative analysis has been 
performed on these tools, and there is little data on what 
design choices have been tried, what has been found to 
work, and what design space has yet to be explored. We 
believe such a categorization to be essential to informing 
the design of new and better provenance-aware search 
systems. An overview of the systems studied and their 
differences can be found in Table 1. 

Provenance information can be used in a number of 
different ways in search tools. Tools can differ in how they 
gather provenance, what kinds of provenance they track, 
how they allow users to use provenance in formulating a 
query, and how they use provenance in the presentation of 
potential search results. We also looked at what evaluation 
has been done of these tools, which is important in order to 
gage the validity of any lessons with regard to the usability 
or user acceptance of said approach.  

3.1. Data gathering 
 
One of the core differentiators between provenance 

tools is how provenance information is gathered in the first 
place. Here systems can be divided into one of three broad 
families; those integrated into the operating system – more 
specifically file systems that track provenance events, those 
monitoring provenance at the application level, and finally 
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the most popular approach, those reconstructing or inferring 
relations between files from system logs (see Table 1 for an 
overview). 

PASS [16] is an example of first category of tool, which 
monitors provenance at the system level. While these tools 
generally will capture more data than any others, a potential 
problem is that because the data is often gathered at a low, 
system and event level, that it can either be hard to  
translate back to the high-level events and actions that users 
are familiar with, or alternatively, that the data is collected 
at such a low level that it overwhelms the search system, 
leading to excessive processing time. Given an adequate set 
of mechanisms for translating low-level events to high-level 
events and filtering out irrelevant data, this would be the 
most complete and desirable approach to tracking 
provenance. 

An example of second category, systems monitoring 
provenance at the application level, we find TaskTracer [7]. 
TaskTracer captures meta-data about documents, emails, 
web pages, applications and calendar by instrumenting 
these applications to capture the necessary information. The 
advantage of this approach is that provenance is captured in 
a way that is easy to use and understand, and only relevant 
information is captured. The drawback is that it requires 
instrumenting a large number of applications, a task that 
can be costly and difficult. Quill and YouPivot have a 
system monitor that works similar to TaskTracer. 

Feldspar [3] is an example of the last type of system, 
those that primarily infer provenance based on forensics. 
Feldspar does not track provenance events, but rather relies 
on the operating system and tools such as Google’s Desktop 
Search to infer provenance relationships. The advantage of 
this approach is that it allows users to bootstrap their 
existing file repositories and adds little overhead to 
everyday operations. The drawback is that this approach 
misses many frequent and important events such as 
copy/paste, save as, file renames, etc. This can be a 
significant problem, as previous research has shown that a 
majority of provenance events are copy-paste events [10].  

3.2. Provenance types 
 
Another way of categorizing provenance-based systems 

is looking at what provenance information they use. The 
more types of relationship they track or use, the more 
power and flexibility these systems give the user. Given 
that the relative frequency (if not the relative usefulness) of 
different types of provenance events is known from 
previous research [14], one could develop a coverage 
metric for these tools (the sum of the relative frequency of 
all the forms of provenance tracked or used for instance).  

Most of the systems in our sample use relatively simple 
provenance collection methods, and therefore the forms of 
provenance they track tend to be relatively basic. We 

explain these more in depth when we describe the 
composition of queries and the presentation of results. 

3.3. UI Approach 
 

3.3.1 Query composition. Using provenance information 
in the formulation of queries allows users to ask 
fundamentally different questions about their files and 
activities. When designing query composition interfaces, 
there is a tension between ease of use and simplicity on one 
hand, and flexibility and power on the other. The more 
constrained the interface, the easier it is to use, but the less 
power and flexibility it gives users. 

Except in the case of Feldspar, which allows users to 
construct queries visually by stringing together conditionals 
using a flow-chart metaphor, the UI for all the other search 
tools we found were based around textual input. Feldspar 
[3] allows users to incrementally define associations 
between different resources by chaining these together. So 
for instance, you could identify the target as an email, and 
then select that this email was associated with an event, and 
that the following people were associated with said event. 
This allows for very fluid and easily constructed queries. 

SIS [8] and Phlat [5] are based around textual query 
input. They provide a query area where users can enter a 
search phrase. These tools also present a list of filters that 
can be applied to meta-data, and contextual cues that the 
user can choose to add to a query. For instance in SIS, you 
would construct a query by entering keywords, then select 
that the target is an email from a document filter, all from 
the date filter, author etc. In Phlat, the user could annotate 
the resources, and then use these labels in the search. 

Quill [11] uses a more narrative model, based around a 
natural-language way of describing documents. That said; 
descriptions must follow strictly defined templates, 
incrementally presented to users, who basically fill in the 
blanks either by typing or by selecting from a list of 
possible alternatives. This approach, though somewhat 
constraining, models a more natural and intuitive way of 
discussing documents, though it can be limiting in that 
users can only perform searches for relationships for which 
there are templates, or that conform to the template 
creators’ mental models for how to express relationships.  

YouPivot [12] is a much more limited system, in that it 
focuses on re-finding web addresses. It allows users to enter 
keywords related to their search in a text box, and users can 
then select from a number of contextual cues – activities 
they remember doing at the same time as their last website 
visit. For instance, a user might remember that they were 
listening to a particular song at the time. YouPivot presents 
a list of possible context cues based on the keywords the 
user enters. 

3.3.2 Result Presentation. Provenance information can 
also be used to explain search results, even when not used 
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in query composition. Here, the goal is to help users 
determine which of a number of potential search results is 
the actual file they are searching for, or help jog users’ 
memories about other things they were doing as part of the 
workflow that produced or used the file in question. 
Sometimes this can be as useful as allowing for more 
flexible queries. 

Feldspar [3] presents results in a very basic list view 
with standard file data (name, document type, edit dates, 
etc.) for each item, and no provenance data is showed or 
used in the presentation of results. Any change in the query 
updates results dynamically, supporting exploration.  

Quill [11] provides few details about search results, 
relying primarily on the presentation of thumbnails of 
candidates. While these thumbnails get updated 
dynamically as the query is modified, the thumbnails 
themselves may be of limited values if they are all versions 
of the same document. In these cases it can be difficult to 
spot differences based on thumbnails. Again, no 
provenance information is used in the presentation of 
potential results. 

SIS [8] presents a snippet of files and emails in the 
search results in addition to file attributes such as name, 
date, type, etc. Like SIS, Phlat [5] has extensive 
information on results, presented in a list. In addition to 
these standard elements, they include any user-generated 
labels, and allow users to apply filters on these to narrow 
the results.  

YouPivot [12] also presents results in a list, but it can 
show these in the context of the users’ activities in a 
timeline, with image labels related to different activities. In 
that sense, this is the only tool we found making extensive 
use of provenance information in the display of results. 

3.4. Evaluation 
 
In order to determine how thoroughly an approach has 

been tested it is important to examine how thoroughly these 
systems have been evaluated. Evaluating provenance-based 
tools can be complicated; sometimes users have to use these 
tools over an extended period before sufficient provenance 
information has been generated to be useful in search. 

Feldspar [3] has been evaluated in a limited user study 
with eight participants using canned data (the file system 
used did not belong to the users, it was provided by the 
researchers). The results, both quantitative and qualitative, 
suggest user satisfaction with Feldspar: The interface was 
intuitive and easy to use, and queries were generally easy to 
compose, at least with the data used. One lingering question 
is how well the query composition scales. 

YouPivot [12] has also undergone a limited user study 
with seven participants using canned data. Quantitative 
results showed that users were more satisfied using 

YouPivot than traditional tools, though the same questions 
remain with regard to scalability, or how memorable related 
events are with the passage of time.  

Quill’s developers have done no evaluation on the 
effectiveness and performance of their system, but they 
have done studies measuring the accuracy of stories 
generated by the tool using users’ real documents [11].  

SIS [8] was evaluated in a longitudinal study with 234 
subjects. They used SIS on their personal computers for six 
weeks and results showed that users preferred SIS to 
traditional search tools. On average, search queries were 
simple, averaging only 1.59 words. Phlat [5] has seen a 
very similar evaluation; their study lasted 8 months and 
involved 225 subjects. Feedback and use data suggests that 
Phlat is a useful and well-liked tool. Again, queries were 
relatively simple, on average 1.60 words. 

3.5. Summary 
 
As we see, the use of provenance in search tools has 

been relatively simple and limited, both in the query 
composition and results presentation. In instances where 
more complex use of provenance is made, results have been 
encouraging. Moreover, we find that the design space 
remains relatively unexplored, and there is ample room for 
experimentation using different combinations of 
provenance features.  

In the next section we present a novel approach to using 
provenance in the composition and presentation of desktop 
search, implemented in a system called the Leyline.  

4. Designing the Leyline Desktop Search 
System 
 
As we found in the previous section, most search tools 

introduced novel ideas for building queries incorporating 
provenance, but the data they have used has been relatively 
limited. For instance, no tool uses dynamic links such as 
copy/paste, save as, file rename, download/upload file, etc. 
The promise of provenance data is that it makes more data 
available , and that we can leverage episodic memory. This 
not only means that we can compose fundamentally 
different types of queries, but also improve the presentation 
of results – helping users more easily identify the correct 
targets – but also recall other information about their 
workflow and the context of their work. 

A study at Intel Corporation [14] found that provenance 
events are common, memorable and valuable in identifying 
related documents. In most cases, subjects were able to 
recall more information about their files and resources 
when shown provenance graphs. They found that 
provenance can connect related resources and that graphs 
showing such connections are effective cues for recall. 
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This led us to develop the Leyline as a provenance-
based desktop search tool using a graphical sketchpad as 
the primary UI. Users can use provenance data in addition 
to keywords and meta-data such as file attributes to search. 
Results are presented in a similar fashion – using a graph 
view that makes it easy for users to see relevant resources. 
We describe the design process, and the different features 
and functionality of our prototype in the following sections.  

4.1. Architecture Overview 
 
Our system is built on top of the TaskTracer system [7] 

that monitors instrumented applications and system events, 
stored in a database that can be queried and combined with 
more traditional keyword search mechanisms. Figure 2 
gives an overview of our system architecture.  

TaskTracer is designed for Microsoft Windows and 
plugs into the Microsoft Office suite. It tracks operations 
such as move file, save as, file rename, copy/paste, email 
attachments, file download and file upload among others. 
To make this data usable in search, another system 
generates provenance graphs in an XML format. We’ll 
describe the provenance graph generation later. 

 
Figure 2. Leyline system architecture. 

There is a UI component that allows users to draw a 
graph-based query. In this, files and resources are nodes, 
and relations are links between them. The search itself is 
performed using a G-Ray algorithm [20] to try and match a 

graph drawn by the user to the set of all provenance graphs 
described in our XML files.  

We integrate the Windows Indexing Service to provide 
traditional keyword and meta-data search. While we believe 
provenance can improve search, it needs to be combined 
with traditional keyword search, as this often offers the 
quickest solution for many basic queries (though a carefully 
organized set of files and folders is the preferred and most 
effective approach [1, 2, 19], it is not always possible in the 
real world). Any provenance-based system therefore needs 
to treat keywords as a primary source of information. 

Currently our system supports six file types: Word, 
Excel, PowerPoint, Email, Web and a catch-all Unknown 
type. Results are displayed in the same way as queries , 
allowing for simple exploration. 

4.2. Designing a Graphical Sketchpad UI 
 
A longitudinal study at Intel [14] showed that 

provenance is an effective cue to recall. The challenge is 
how to include this type of information in a search query; 
relationships can be difficult to describe. The same study 
showed that directed graphs were effective and intuitive 
representations of provenance relationships. 

 
Figure 3. Early system concept. 

We decided to use provenance graphs as the 
cornerstones of the query composition and result 
presentation UIs. In the Leyline, users draw directed graphs 
to compose queries, and we present results as graphs 
containing the target file in context. The challenge with 
such a UI is to allow simple, efficient yet flexible query 
composition. If the UI is to complex, adoption will suffer, 
but the system needs to be flexible enough to be useful. 
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We followed an iterative design and development 
approach, with frequent prototype and evaluation sessions. 
Figure 3 shows the sketch of an early paper prototype. 
While intuitive, this early prototype proved too demanding 
in terms of time and effort.  

In order to perform preliminary evaluations, we created 
a representative data-set based on [14]. We did an analysis 
of the average and worst-case query complexity needed to 
uniquely identify a file. These findings are presented in [10] 
and proved that our approach was feasible. We refined our 
initial model to streamline query authoring, make the 
system faster and more user-friendly.  

4.3. Query Construction 
 
A user can add a resource to a query by clicking on a 

blank area of the canvas and set the resource type using the 
menu that appears (Figure 4.I). If a user wants to change the 
type later, they left click on the resource to get the same 
context menu. Another way to modify resource types is to 
select the resource and use the properties panel (Figure 
4.II). File types are not required, but narrow the search.  

 
Figure 4: Selecting document type using (I) context 

menu or (II) property pane. 

 
Figure 5: Selecting provenance type using (I) context 

menu or (II) property pane. 

 

Whenever users want to add a provenance link between 
two resources, they click on a resource (source) and drag 
the pointer to another (target) while holding the mouse 
button down. The type of provenance relation are set 
automatically according to the possible relationships given 
the resources involved and data from the Intel study [14]. 

For example, copy/paste is the most likely relationship 
between a web page and a Word doc. This simplifies things 
and makes query composition faster and more successful.  

Users can change the type of links by right click on the 
link and using the context menu (Figure 5.I) or selecting the 
link and using properties panel (Figure 5.II). Both restrict 
users to possible relationships, including: Copy/Paste, 
SaveAs, AttachmentAdd, UploadFile, FileRename, 
DownloadFile, AttachmentSave, and a catch-all Unknown. 
Relationship types are not required, but help narrow the 
search space.  

The system allows users to associate keywords and 
partial or complete names with resources using the 
properties panel. Finally, users can mark which resource 
they are actually looking for in their query, which allows 
the system to highlight it in the results presentation.  

As users construct queries, Leyline monitors their 
actions and tracks information that will make the search 
process more efficient. For example if a user adds a date 
attribute to a provenance link, Leyline will filter out 
provenance graphs which do not meet the criteria, making 
the search faster. 

4.4. Search Process 
 
Having received a graph, the system proceeds to search 

the provenance database to find relevant matches. This 
process is similar to solving the np-complete sub graph 
isomorphism problem. However, introducing “star 
relations,” search wildcards allowing a link to be replaced 
by an arbitrary set of intermediary nodes and relationships, 
transforms this from an exact pattern-matching problem to a 
best-effort matching problem, reducing the complexity. 
This also has the added benefit of making our system more 
flexible and forgiving on users and their memory.  

Converting exact pattern matching to best-effort 
matching allows us to use the G-Ray algorithm [20], which 
is a fast, scalable and efficient algorithm. However, this 
algorithm works on big undirected graphs where only nodes 
have categorical attributes. Because we have attributes on 
edges as well as nodes, we need to replace each edge with a 
dummy node of the same type and two attribute-free links. 

4.5. Results Presentation 
 
We use G-Ray’s goodness function to rank results based 

on the goodness of the match. If users have provided any 
meta-data such as full or partial file names, keywords or 
dates, we do a normal keyword search using Windows 
Index Service and generate a list of potential matches for 
each node. We then match these two results sets; filtering 
the output of the G-Ray algorithm based on whether they 
contain files found by the Windows Index Service. 
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Figure 6. Leyline interface: (a) Toolbar (b) Sketchpad (c) Query window (d) Properties panel (e) Information 

panel (f) Results.

Users are presented with a thumbnail of each candidate 
graph in the result panel on the bottom of application 
window (Figure 6.f). Selecting any of these makes the 
query go to the query panel on the top right of application 
window (Figure 6.c). The selected graph expands in the 
main canvas where user can only inspect the graph and 
compare the result to the query they constructed. If a user 
hovers over or select a resource in the result graph they are 
presented with more information about that resource or link 
(Figure 6.b). Users can see when the file was accessed, 
edited, or when provenance event occurred. Tracking the 
history of all documents means that we are likely to 
encounter deleted files in search results. In this case a red 
dot is displayed below and to the right of the file icon to 
indicate that it is no longer available. Available documents 
have a green indicator (see Figure 7). The indicator also 
works for web pages and emails. 

 
Figure 7. A document that is available on hard disk 

and has 12 related documents. 

We allow users to access resources directly from the 
graph. Double clicking on an available document or 
selecting it and clicking “show in folder” from the 
properties panel will open the default file browser with that 
file pre-selected. Double clicking on a web resource opens 
the default web browser to that website. Doing the same on 
available emails finds and opens them using the default 
email reader. 

In order to limit the complexity of the result graphs we 
prune them to only show the resources closest to the target 
file or resource. In order to still enable exploration, our UI 
allows users to selectively expand graphs, expanding the 
parts of the graph that have been pruned. Each resource in 
the result graph has a number printed in the availability icon 
that shows how many provenance links this document has 
in the full provenance graph. Users can show all the links to 
any document with a link count greater than zero by right 
clicking on it and selecting “Expand” or clicking on the 
plus icon on the availability indicator (see grey icon in 
Figure 7). This expands the graph to the next level of 
provenance relationships and resources in the graph. These 
documents are given a light red outline to distinguish them 
from the documents the search considered the most likely 
targets.  Figure 6 shows an example. 
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4.6. Visual Keyword Search Mode 
 
Besides pattern matching search, Leyline also allows 

users to perform keyword search. In order to do so they 
must add a document, which allows them to enter any 
number of keywords, as well as add any additional file 
attributes such as name, type, date, path, etc. to be used in a 
traditional search. In this mode, results are presented in a 
simple list view, as most users would expect. The main 
difference between our keyword search and other keyword 
search tools is that after users find file, they can then 
explore related resources using provenance graphs. 

We have also integrated Leyline with Microsoft 
Windows Explorer, which means that users can browse 
their documents in a traditional way, browsing through 
nested folders, and whenever they want to find related 
resources they can right click on the target file to select a 
“Show Provenance” option. This opens up a view of the 
provenance relationships of the file targeted in the Leyline 
canvas for more exploration. This feature can be useful 
when a user is looking for the source of mistakes, or how 
documents have been used. 

5. Discussion 
 
Leyline is a tool capable of recording common and 

highly memorable dynamic provenance events such as 
copy/paste, save as, file rename, download file, etc., and 
provides users with an interface for finding and exploring 
files and other resources using said information. While 
other tools use provenance information, most rely either on 
static provenance data and file-system events, or infer 
relationships from system logs. Moreover, Leyline is 
unique in that it allows users to formulate flexible free-form 
queries using a mix of traditional keywords and file 
properties as well as directed graphs showing provenance 
relationships between files. There is no constraint on 
number or type of files or relations in a query.  

From our analysis of search tools, we see that Leyline 
fills a unique niche, and has the potential to fundamentally 
change the way we approach search and file organization 
because it allows for the formation of fundamentally 
different queries. The use of provenance information also 
has the potential to fundamentally change the way we think 
about file organization. With provenance, context becomes 
the organizing principle, and traditional file organization 
schemes are less important. This could provide better 
support for more fluid project and file barriers, instead 
relying on context cues to find and distinguish between 
versions and overlapping resources.  

The Leyline introduces a number of novel concepts to 
the desktop search space, the graph-metaphor of 
representing search queries as well as search results for 
instance. Another key contribution is the ability to expand 

and explore provenance graphs to gain deeper 
understanding of workflow and file history. While we do 
not know how important this feature is going to be in the 
single file repository case, we envision that this feature 
would potentially be very helpful for workgroups 
collaborating and contributing to share documents. This 
form of exploration would allow for greater transparency 
and implicit documentation of the work of collaborators.  

That said; important work remains to be done. While we 
performed running evaluations of our prototypes and based 
our design on the best available data, we still need to do a 
longitudinal deployment and evaluation of the system to 
evaluate its true impact. We know that there are 
shortcomings with our system. Our reliance on TaskTracer 
[7] to gather provenance information, though convenient for 
a proof of concept system means that we are limited to 
instrumented versions of application we wish to track. 
Switching to a different provenance tracking technology 
would make it easier to scale and maintain the search 
application. Preferably such capabilities would be 
integrated at the operating system level, and the data 
available to all applications. 

In the future we also want to implement dynamic result 
updates to query modifications, as shown in Feldspar [3]. 
We believe this to be a powerful mechanism that not only 
encourages exploration, but also allows the user greater 
flexibility by showing them the relative value of each 
additional bit of data they add to a query as well as allowing 
them to quickly identify and recover from mistakes. This 
combined with the ability to dynamically and incrementally 
explore provenance links could be a powerful enabler.  

6. Conclusion 
 
It is getting increasingly hard for users to remember 

effective and sufficiently unique keywords to quickly 
identify resource given that much of today’s information 
work is based on information reuse. A number of different 
tools have been developed to address this problem by using 
provenance meta-data. We examined the most recent and 
successful tools in this area and found that these tools were 
relatively limited in their use of provenance information, 
and how that information is gathered and how these 
relationships are presented to users. We identified a need 
for more extensive use of provenance information, as well 
as more intuitive representations of said data. 

We introduced the Leyline, the first search tool that 
supports dynamic provenance events such as copy/paste, 
save as, download file, file rename, and etc. in search. This 
is also the first tool to use a graph-based interface to both 
formulate queries as well as present results to users. The 
Leyline allows users to pose fundamentally different 
questions about their files, and explore the use and flow of 
information both in their own practice as well as those of 

16361638



their workgroups. Work needs to be done to evaluate the 
long-term effectiveness and impact of the Leyline. 
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