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1. Data sources/ AI Agents provide information to users 
To make them do certain actions

3.Current approach: force data source/ agent to be trustworthy

2.Data source’ and user’s interests are often misaligned

Not practical
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● Protocols for data source to implement e.g. remove incorrect info, bias, …

👎 No incentive for data source to implement

- Against their business Model 

👎 It is not possible to enforce

- Foreign Adversary

👎 Some view them as limiting freedom of expression

Query1: “headphone” ranked by rating

6. Problem 1: Given the interaction setting, when can users convince data 
agent to return some trustworthy information?

● Influential equilibrium : Data agent’s results will change based on user’s queries
○ User can mitigate manipulation by sending proper queries

8. Experiment Results
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Query2: “headphone” SkullCandy first
But two can play at this game !

● User is aware of Data agent’s objective → Thinks of using another query

● Data agent also knows User is aware of its objectives → Still tries to deceive

● Reasoning continues further …

4. Our approach: identify and mitigate conflict of interest

● Site accused of changing algorithm to boost prices by 23% [1] 

○ Shopping site charges sellers a ‘referral fee’ up to 15% of price [2]  

● Language models used to influence and deceive users by  generating commercial/ political 
/ health-related arguments [3, 4]

● Real Story of Company Y trying to influence users [5]

○ User search for “TV” , Company Y apps at the top, and Netflix in 100s

● Max-influential query :  Given an intent, find the query that maximizes user utility
i.e. minimize manipulation

○ Strategy : map intent 𝜏 to queries q
○ Objective: Get all answers to queries 
○ over database instance
○ Utility Function : 𝑈 r (𝜏, 𝛽)

○ Strategy : map queries q to interpretation 𝛽
○ Objective: Show all answer that maximize 

my interests while keeping user engaged
○ Utility Function: 𝑈 s (𝜏, 𝛽)

Equilibrium: No agent can increase utility by changing strategies

● Agents compute utilities of strategies using available information:

○ Agents know each others utility functions and prior distribution of intents 𝜏
○ Data agent does not know intent only observes query and updates belief using Bayes rule
○ User does not have full information about database instance only knows database schema

We prove problem is NP-hard in general

● We propose an efficient algorithm for certain utility functions e.g. convex functions

id model rating price

e27 Crusher 4.7 164.99

e2 Aviator 3.9 299.99

e4 Hesh 4.6 129.99

e12 Riff 4.4 46.79
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𝛿*

Data Agent is not manipulative 

User decision shift : 𝛿* → function of data agent’s bias between two tuples
● Send Query 1 only if position of Aviator is really high in intent 
● Since data agent is biased to promote it

Query1

Query2

Data Agent is biased to promote 
expensive Aviator

We propose an efficient (polynomial) algorithm to determine if extraction of trustworthy 
results is possible 

● If degree of conflict is very large, then not possible 
○ data agent always returns the same results e.g. most expensive products 

Dataset # Tuples

Amazon 1.4M

PriceRunner 35K

Flights 300k

● We simulate different conflict of interest scenarios e.g  system favors products from certain sellers

● Generate a diverse workload of SQL ranking queries 

● Also evaluate time vs utility trade-off under standard  bucketization methods

● Algorithms are efficient and convince the data agent to return trustworthy results Paper

I know 
your 
tricks

Intent

I know 
your 
tricks

Interpretation 𝛽

5. Our approach: We model the interaction as a game with misaligned 
objectives between the user and the data agent  

● User wish to find information from a data agent/source e.g. shopping website
● Intent : information user wants → Express intent using queries

id model brand rating price
e27 Crusher SkullCandy 4.7 164.99
e2 Aviator SkullCandy 3.9 299.99
e3 Anc SkullCandy 3.8 165.94
e4 Hesh SkullCandy 4.6 129.99

Utility

Agent’s utility functions take maximum for different interpretations 𝛽

Problem 3: We also propose an algorithm to identify trustworthy information in data agent’s results 

Data Agent

Query1: “headphone” ranked by rating

id model brand rating price
e1 510 BT JBL 4.5 25.20
e2 Q20i Sony 4.6 39.99
e3 A10 Pro Sisism 4.7 21.99
e4 Sports Haoyuan 3.9 299.99

e27 Crusher SkullCandy 4.7 164.99
e28 Riff SkullCandy 4.4 46.79

Page 3 Results 

Results from a well-known shopping website 

● Data agent would like user to buy expensive product

Query1: “headphone” ranked by rating

Query2: “headphone” SkullCandy first

Query1: “headphone” ranked by rating

Expensive headphones = More commission 

7. Problem 2: Are there queries that return maximum amount of 
trustworthy information?

Interpretation 𝛽

Maxima of
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𝑈 r (𝜏, 𝛽)
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𝑈 s (𝜏, 𝛽)Degree of conflict
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Data source returns deceptive/manipulative information


